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Técnicas de
/I :

Tecnica de busqueda :

Deberas verificar tener Internet Activo: A
Google es una base de datos que contiene tgé

Es una de las mas grandes bases de datos

Google es utilizado por:
Estudiantes ...
Empresarios ...

Al'Qaeda ..

Google es un destino ideal para preparar ataque, buscar i apés ,
direciones, fotos , informacion N | '



Que puede hacer con Google un -
Hacker: %N
Buscar informacion sensible

Buscar vulnerabilidades
Aplicar técnicas de hackeo



La Intromision es
un delito.

Se tipifican como delito las
intromisiones ilegales en sistemas
informaticos ajenos (hackers),
castigando tanto los ataques contra la
intimidad como los posibles delitos por
danos.

Esto significa, que sera delito

simplemente entrar en un sistema,
hagas o no dano (hacer dano o atacar la
intimidad ya era delito antes). Sélo =\ -
entrar. g e,




En México...

Las Reformas del 17 de mayo del 2000
publicadas en el Diario Oficial de la
Federacion, se crearon los articulos 211
bis 1 al 211 bis 7 al Cédigo Penal
Federal, que en lo medular, tipifican
comportamientos de los llamados
hackers o crackers que atentan contra
los sistemas de computo.

En simple espainol, en este cuerpo
normativo federal se sancionan el que
un sujeto tenga acceso ilegal a dichos
sistemas y los altere, dane, modifique o
provoque pérdida de informacion
contenida en tales sistemas..




Tecnicas de
intromision

SNOOPING : obtener
informacion sin modificarla
por curiosidad y también con
fines de espionaje o de robo.

DOWNLOADING: "bajar" esa
informacion u otra que esta en
la red. Ejemplo: documentos
de correo electronico (e-
mails),etc. y pasarlos a la
propia computadora.




Tecnicas de
intromision

TAMPERING O DATA DIDDLING :
modificacion desautorizada de datos o
del software del sistema.

Ejemplos: borrado, creacion de datos
falsos, robo de un archivo con mas de
100 numeros de tarjetas de crédito .

Son serios cuando la persona que lo
realiza es un administrador que puede
en forma deliberada causar un grave
dano al sistema borrando o alterando
cualquier informacion.




Tecnicas de
intromision

SPOOFING: técnica para conseguir el
nombre o pasword de un usuario
legitimo, una vez que se ingresa al
sistema consiguiendo este nhombre se
puede cometer cualquier tipo de actos
irregulares en nombre del legitimo
usuario.Ejemplo envio de falsos e-
mails.




Tecnicas de
intromision

LOOPING: que tiene por finalidad
evaporar la identidad del atacante y
su ubicacion. O sea su ventaja, es
que borrando su identidad no se lo
pueda localizar. No deja rastro de
sus actos, para la posterior
localizacion, lo que dificulta
sobremanera la investigacion pues
no se puede seguirle su ruta, para
hacerlo hay que contar con la
colaboracion de cada administrador.




Tecnicas de
intromision

JAAMING o FLOODING ataques que
pueden activar o saturar los recursos
de un sistema, por ejemplo inutilizar la
red por el envio desmedido de trafico.
El sistema responde el mensaje pero
como ho recibe respuestas acumula
buffers con de las informaciones de las
conexiones abiertas y no deja lugar a
conexiones legitimas.




Tecnicas de
intromision

SPOOFING: técnica para conseguir el
nombre o pasword de un usuario
legitimo, una vez que se ingresa al
sistema consiguiendo este nhombre se
puede cometer cualquier tipo de actos
irregulares en nombre del legitimo
usuario.Ejemplo envio de falsos e-
mails.




Google,; Amigo o enemigo? :
Google es amigo de los hackers

Es posible encontrar un
escenario favorable para
detectar vulnerabilidades del
sistema

Pasivo, furtivo y contiene una
inmensa coleccion de datos

Google es el mejor motor de
busqueda

Lo que no esta en Google no
existe. organisation
aujourd’hui ?
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Son utilizados para afinar la
busqueda

a) Basicos :

+ _ ~ * (132) |
J b J ") J J

b) Avanzados.

allintext:, allintitle:, allinurl:,
bphonebook:, cache:, define:,
filetype:, info:, intext:, intitle:, |
link:, phonebook:, related:,
rohonebook:, site:, numrange:,
daterange




Site: Busqueda por dominio:
Ejemplos :

sites a hackear

site:ipn.mx, unam.mx, edu.mx,
itesm.mx

‘Index of”: Busqueda por
archivo:

“index of” ordena.c
“index of” /etc/passwd
“index of” curriculum

site:unam.mx “index of” software




2 Google Search: site:gosecure.ca - Microsoft Internet Explorer
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usribin/perl # # Euns a number of concurrent nmap processes and ...
#Hiusrbinfperl # # Huns a number of concurrent nmap processes and stores the
results in # a specified directory in xml, human and machine formats. ...

wny, osecure. cal>ecinfoftools/multimap.pl - 10k - Cached - Similar pages

CoSecure: Information Security Experts
YIULNERABILITIES & EXPLOIS DETAILS. Multiple Browsers Frame Injection Yulnerability.
Source: http:ffsecunia. comfadvisories/ 11978/ Date: 2004-07-21. Summary. ...

wanw fosecure. cafcgi-binfdetailvul_flash cgi?id=244 - 17k - Cached - Similar pages

CoSecure Information Security Experts

YULMERABILITIES & EXFPLOIS DETAILS. 55H URI Handler Code Execution. Source:
http Ay, securiteam. comfsecuntynewsfarchive. html

Date: 2004-06-22. Summary. ...
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Web Résultats 1 - 10 sur un tetal d'environ 5 050 provenant de unam.mx pour "index of' software. (0,29 secondes)
Index of /software/acrobat - [ Traduire cette page ]
Index of /softwarejacrobat. Name Last modified Size Description. [DIR] Parent
Directory 31-Mar-2008 18:29 - [ ] adobe acrobat reader. ...
odin.fi-b.unam.mx/softwarefacrobatf - 2k - En cache - Pages similaires
Index of /software/mozilla/firefox - [ Traduire cette page ] -
Index of /software/mozillaffirefox. Name Last modified Size Description. [DIR]
Parent Directory 11-Apr-2005 17:58 - [DIR] unix/ 11-Apr-2005 17:55 - [DIR] ...
odin fi-b.unam.mx/software/mozillaffirefox/ - 2k - En cache - Pages similaires
Index of /software/li/Magicbook/patterns - [ Traduire cette page ]
Index of jsoftware/lijMagichook/patterns, Name Last modified Size Description,
[DIR] Parent Directory 06-Dec-2005 16:54 - [IMG] ...
odin fi-b.unam.mx/software/lifMagicbook/patterns/ - 2k -
En cache - Pages similaires
Index of /cursos/gest/Software/GS +/Manual - [ Traduire cette page ]
Index of jcursos/gest/Software/GS+/Manual ... Gamma Design Software
Geostatistics for the Environmental Scienc, 04-Aug-2005 15:34, 10K ...
mmc.igeofcu,unam.mx/cursos/gest/Software/GS+/Manualf - 58k -
En cache - Pages similaires
Index of /cursos/gest/Software - [ Traduire cette page ]
Index of jcursos/gest/Software. [ICO], Name - Last modified - Size - Description.
[DIR], Parent Directory, -, [DIR], GEOESTADY, 04-Aug-2005 15:34, -, [DIR] ...
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Filetype :tipo de extension

- HyperText Markup Language (html)
- Microsoft PowerPoint (ppt)

- Adobe Portable Document Format
(pdf) - Microsoft Word (doc)

- Adobe PostScript (ps)
- Microsoft Works (wks, wps, wdb)

- Lotus 1-2-3 -
Microsoft Excel (xIs)

(wk1, wk2, wk3, wk4, wk5, wki, wks,

wku) - Microsoft Write (wri)

- Lotus WordPro (lwp) -
Rich Text Format (rtf)

wave Flash (swf)
- Text (ans, txt)
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® Rechercher surle Web O Rechercher les pages en francais

Web Résultats 1 - 10 sur un total d'environ 101 provenant de unam.mx pour "index of' software filetype:pdf. (0,42 secondes)

troFl Abstract

Format de fichier: PDF/Adobe Acrobat

development and estimation of software projects (Ramos et ..... The SearchSorted
function retums the index of the first, object that satisfies the specified ...
www.ejournal.unam.mxjcysfvol04-03/CY504303 pdf - Pages similaires -

reor] (Cat\341logo software.xls)

Format de fichier; POF/Adobe Acrobat - Version HTML

Cinderella ; The interactive geometry software ..... The springer index of viruses
..... Summies 101 Wordperfect 6.1 for windows:software for the rest ...

www feiencias.unam.mxjdocs/software pdf - Pages similaires

teor] Standardized Precipitation Index Zones for México

Format de fichier: PDF/Adobe Acrobat

The kriging algerithm of the Surfer 7 program (Golden Software, ..... the most
prominent index of meteorological drought in the United States, ...
www.ejournal.unarm.mxjatm/vol18-1/ATM18103 pdf - Pages similaires

teoF] Aguifer vulnerability mapping and GIS: A proposal to monitor ...
Format de fichier; POF/Adobe Acrobat - Version HTML

inthe context of software and database design. Activity dia- .... ous intervals, and
an index of vulnerability is calculated by ...
www.igeofcu,unam.mx/divulgacion/geofinternacionalfiframesfanteriores/2004/04

Murat pdf - Pages similaires

teorl Spherical fused silica microlenses fabricated by the melting method :
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“Intitle:”
Intitle: search_term

Busca por titulos

Allintitle: search_term1 search_term?2
search_term3

Busca multiples terminos
Ejemplos :
Intitle: Index.of “parent directory”
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“Inurl;”

Inurl: Terminos en una
pagina web o documento

Allinurl: search_term1
search_term2 search term3

Multiples terminos

Ejemplos :
Inurl: cgi-bin
Allinurl: cgi-bin password




A Google Search: allinurl:cgi-bin password - Microsoft Internet Explorer
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Index of /[dda/cgi-bin‘password
Index of /ddalcqi-bin/password. MName Last modified
Size Description Parent directory Empty directory

wawy, Cib. nig. ac. p/ddalegi-bin/password - 1k - Cached - Similar pages

Password protecter dirs free web hosting egi-bin at ncsm org
Mare search results. Password protecter dirs free web hosting cqi-bin info. ... Lot
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Opérateurs avances : “intext:”
Intext: search term
Busqueda dentro del documento
Allintext: search_term1 search t
Multiples busquedas

Ejempilo :

Intext: Administrator login
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“cache™
Cache: URL
Ejemplo:
Cache: www.gosecure.com
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Rangos :
<numberi>..<number2>
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Rangos de fecha : “daterange:” ("
Daterange: <start_date>-<end dae>4
Rangos de Fecha

Ejemplo.
2004.07.10=2453196
2004.08.10=2453258
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Opérateurs avances :
“link:”

Encuentra dentro de las ligas

Exemples :

Link: gosecure.ca

Related: gosecure.ca

Info: gosecure.ca

Define: Network security
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@Eack v J u \j Jﬁearch H (Fawrl e @Madm -

Address

¥

Google~

Fletype:inc dhconn v| @ SeathWeb - @ Pagefiank B 15 blocked

G0 Links

EOptinns A @dhmnn

X | Discussions *

var JERR_DESC: //0racle Error Desc.
var fstr;

function ny_comnl) { //Create database cormection using bg-id
fthiz-»i = 0:

$thiz-c = 80CIplogon ("poweroftwa’, "fourbylf’, "prod’) or die ("Could not cormect”):

function ny err() |
$err = OCIError ($this->sqlstt):
§thiz-»ERR = ferr['code’]:
§thiz—»ERR_DESC = $err["message’];

f;] % tl" ﬁ ‘ E ‘ EDiscussinns nak available on hetp: v, powerof2, org)
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File Edit Wiew Favorites Tools  Help '1.'
y \__/'l \ﬂ @ { :j j.__xl Search ‘S-‘:(’ Favarites @ Media Q‘E < ~ L_____,;; E - LJ‘ ﬂ
Address | V| G0 Links
GDDSIE - |F||Et':."|:|e:||:lg inurl:"passwﬂrd.lﬂg" W | % Search \Web - @ @ @ 15 blacked E ':'I:ltil:lrls ﬁ @ paSSWDrd |Ell;|
Web |mages Groups MNews Froogle more » -

GOLJSle |ﬁ|etj.fpe:|u:|g inurl:"password.log" H Search w

Web Results 1- 10 of about 23 for filetype:log inurl:"password.log”. 0.21 seconds)
name: = "lbhunt"; password: = "lbhunt" UREL: = "hitp:fhome.nc.rr. ...

name: = "jbhunt”; passward: = "jbhunt”; URL: = "http:/fhome.nc.rr.comiclay 123ref23. html”;

Beth Haas name: = "BHaas"; password: = "Beth Haas"; UREL: = "hitp ...

home. nc.r.comiclay123/password. log - 2k - Supplemental Result - Cached - Similar pages

name: = "tad" password: = "homepage”, URL: = "<a href="httm hanane ...

narme: = "tad"; password: = "homepage”; LURL: = "<a href="http: deovewe. dob. corm. tw"=httpSAeeeen. dob. corm, bu<fas",

EMD_FILE —
dob.the edu twfauthorHDA fpassword. log - Tk - Cached - Similar pages

name: = "mormo”; password: = "momo”;, LEL: = "password btm"” ...

name; = "momo”; password, = "momo”; URL: = "password. htm"; END_FILE

Jason123 uhome. net/password.log - Tk - Supplemental Result - Cached - Similar pages

narme: = "23202"% password: = "ilgf" UEL: = "address htm™; narme ...

name; = "23202"; passwoard: = "ilgf"; URL: = "address. htm"; name: = "23203"; password;

= "ilgf";, URL: = "address. htm"; name: = "23204"; passward: = "ilgf™; URL ...

weany [iB. nchu. edu twigroupsdgroup2/password. log - 8k - Cached - Similar pages

name: = "admin"; password: = "computer': UEL: = "hitp:fmembers. ...

name: = "admin”; passward: = "computer”; UREL: = "http:members tripod. de/Rick_Cooperffr.htm";

name: = "paul"; passward: = "papst”; URL: = "http:/members ...

mitglied. lycos de/Rick_Cooper/mbrfpasswoard.log - 2k - Supplemental Result - Cached - Similar pages
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File Edit Yiew Favorites  Tools  Help 'l’f
. NG L . . y — .

@Eack | \_/J \ﬂ @ ._ﬂ /- Search kHJ Favorites @Medm {3 T LJ ﬂ

Address | | W Gu:u Links

Gﬂﬂglﬂ' extisetcookie -vs -sxamples -sourceforge -ste:iphp.net ¥ | BB Search Wb ~ ﬁ PageRiank L 16 blacked Eﬂlptinns ?

7

{{Cookie for name, web and email in news-tnk vl.2,2 trka@limm-zottizes. net

if ($param name h& $zavel="1")1{

fname=fparam rname;

femail=fparam_email;

$web=fparam_weh;

telzeif (fzave=="1")

zetcookie( param name”, "7, timel)-100000;

zetcookie( param email”, ", time()-100000);

setcockie! param web”, ", time!)-100000) ;
setcookie! param name”, Jname, time(]+315360000) ;
setcockie! param email”, Jemail, time()+315360000)
zetcookie( param web”, §web, time()+315360000) ;

i
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File Edt ‘iew Favorites Tools  Help 1".'
@Eack v \_) \ﬂ @ : ;j /:j Search {:{ Favarites e\MEdia G} [,:v :ﬂ__ E 7 D‘ﬁ
Address @hlhtt|:|:I,l'nmy.utu.ﬂjcgi-hinj v GD Links
GUDSIE' “index of cgi-bin” ¥ %SearchWeh v @ I:EELQIE blocked Eﬂptinns A @ #
Index of /cgi-bin/
Name Lazt modified S1ze  Description
g| .
i Parent Directory
_j form-adnin. pl 1E-Jar-2000 10:24 13K
] foranpl 18-Tar-2000 10:24 13K
tutkimis/ 16-0ct-2002 09:36 4K
X | Discussions * ’j_‘; % tﬂ f{” £| EDiscussinns nok: available on http: formy.ubw.fif 7]
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File Edit |\Mjew Favorites Tools  Help -.'f
@ Back - @ - \ﬂ @ / h }_\J Search ‘f;:f Favarites e\' Media Q} [_,: - .,:L, - I D‘ ﬂ

fddress W G0 Links
Google - |intitle:"Index of" cfide v | [ searchweb - 2 FagERank Dhos blocked edoptions & [@ 7

Index of /CFIDE/

Application.cfm 199 05/19/02 07:39 FHM
administrator/ dir 08B/21/03 06:07 FPHM
olazzses/ dir 08/21/03 DE6:07 PHM
componentutils) i 08/21/03 06:07 PM
debug/ dir 0D8/21/03 D6:07 PN
inatall.cfm 4035 05/19/02 07:39 PN
probe.cfm g061 05/19/02 07:39 PN
scripts/ i 08/21/03 06:07 PM

X | Discussions = | ﬁ % tﬂ ﬁ | £ | EDiscussinns niok available on htbp: ff148, 223,105, 180:8500]
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File Edit |\Mjew Favorites Tools  Help -.1.’
eBack o \_/I \ﬂ @ _h j._j Search ‘“f:lf Fawarites @'Media Q‘E <] -

fddress W Gn:I Links
Google - | intitlesindex. of winnt v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7

.
Name Last modified sige Description

a Parent Directory 27-Jul-2004 17:15 -

z NT4 PlainPassword.redg 11-0ct-2001 15:48 1k

E MinZ000 PlainPasswor..> 11-0Oct-2001 15:48 1k

E Win95 FlainPassword.reg 11-0Oct-2001 15:48 1k

E Win93 PlainPassword.reg 11-0Oct-Z001 15:485 1k

z WinfE-CacheHandling.reg 11-0ct-2001 15:48 1k

E MindowsTerminal3erve..> 11-0Oct-2001 15:48 1k

E..} apache/ 17-Mar-2003 18:26 -

E} hotfixXes-post3P3/ 29-hug-2001 19:54 - 0
@ nocache.reg N2-oct-2002 10:04 1k

@ optionspack4NTuork/ Z29-dug-2001 19:54 -

E..} optionapackidntserver/ 29-bhug-2001 19:54 -

E} optiohspackdwings/ 29-hug-2001 19:54 -

% J— 1N-Mar—2NN3 14:N2 - b/
X | Discussions = | ﬁ % tﬂ ﬁﬂ £| ﬂDiscussinns nok available on http: ffafrodite, upf.kche.br) 7))
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5

File Edit |\Mjew Favorites Tools  Help 'l'f

U

i

eBack = \_/I \ﬂ @ _h j_j Search ﬁ:f Favorites @'Media ﬁ‘} [_,;v :.; o -

Address @http:,I',l'hclme.e::.rr.cl:um,l'glides,l'iissamplesll'hn:umepage,l' w G0 Lirks
Gﬂﬂglﬂv intitle:"indes of" iissamples v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7

Index of /glides/iissamples/homepage

Name Last modified Size Degcription
Parent Directory 13-Now-2003 11:56 -
Ws FTP. Lz 13-Jan-2001 18:31 4k
bullet. gif 13-Jan-2001 18:31 1k
default. azp 13-Jan—2001 18:31 1k
file. gif 13-Jan-2001 18:31 1k
global. asa 13-Jan-2001 18:31 1k
suestbk. azp 13-Tan-2001 18:31 Bl
myfilez. asp 13-Tan-2001 18:31 4k
gignbook. azp 13-Jan—-2001 18:31 Tk
zuhb. inc 153-Tan-2001 18:31 Gl
theme. inc 13-Jan—-2001 18:31 1k
themes, 13-Now-2003 11:56 -

X | Discussions = | ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns nok available on http: ffhome, ec.rr. comyf

&

&) @ Internet




nogle Sed 3 18 e F a DIOTE
-

File Edit |\Mjew Favorites Tools  Help -.'f
e Back - \_/I \ﬂ @ [ h j_j Search ‘“Ei{ Favarites @' Media ﬁ‘} [_; - :_; D - L‘J‘ ﬂ
Address @http:II',I'WWW.gnl:ugle.n:a,l'searn:h?q=inur|:iissample5++&hl=enEdr=Ede=UTF-E&5tart=10&53=N b Go Links
Gﬂﬂglﬂ = |inurlsiissamples v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7
Web |mages Groups [Mews morew» w
GO (_)Sle inurliissamples | Search | fudvanced Searh
Search: @ the web O pages from Canada
Web Results 11 - 20 of about 1,080 for inurl:iissamples . (0.21 secaonds)
e Shadey comfissamplesfexainhowitworks/codebnws asp
Similar pages
File fiissamples/issamples/oop/giullhithtw. The template file ...
File filssamples/issamples/oop/gfullhit.htw. The template
file specified in CiTemplate cannot be found.
donr.nv.gov!.. fiissamplesdizsamples/oop’ giullhit. htwa&CiRestriction=none&CiHilteType=Full - 1k - Cached - Zimilar pages
This text is coming from Headerlnfo asp.
This text is coming from Headerlnfo.asp.
floti.bell. ac.ukfisfiissamples’ sdk/asp/simple/Headerlnfo.asp - 1k - Cached - Similar pages
floti bell ac ukiisfissamples/sdikfasp/docstoolbar asp
Similar pages
[ More results from floti.bell. ac.uk |
The format of QUERY STRING is invalid.
The farmat of QUERY _STRING is invalid. hd
X | Discussions = ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns niok available on https f vy, google. caf 7))
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File Edit ‘iew Favaorites Tools  Help ll':-‘r

eEack v e v \ﬂ @ _h f.__j Search ‘f;:{Favurites @Media @} ] - L:; U‘ﬂ

Address ﬂj hikkpe: j e, e, caf W fevents W SFphiladelphiaf phphtyddmingmain, php?lang=en-iso-3559- 1 &server=1 b Go | Links
G'DDglE * |dmin" AMD " Create new database” -intext:"Mo Priviedgs” % | @ Search Wweb  ~ @- FageRiank L 16 blocked E Options & @ »

Welcome to phpMyAdmin 2.5.7-pl1

MySQOL 3.23.49 running on localhost as seveni@localhost

MySaQL phpMyAdmin

- Create new database [Dacumentatian] - Language (); | English (en-iso-8859-1) v

Creat
ok r- phpMyAdmin documentation

r- Official phpMyAdmin Homepage
- Show processes [Documentation] [Changelog] [CwS] [Lists]
- Databazes

- Expart

The Scfg[' PmaAbsoluteUri'] directive MUST be set in your configuration file!
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File Edit ‘iew Favorites Tools  Help 1".’
eﬂack = \_/l \ﬂ @ _;j f-__xj Search ﬁﬁ:(’ Favarites G‘Media G} [-:v :; ‘D‘ﬂ
fddress w Ga Lirks
GODS]E' "Welcome to phpMyadmin® AND " Create new database” V| %SearchWeh v @ @@16 blocked Eﬂptinns A @ »
Structure S0OL | | Export Search Query -
Field : w w W
Sort : w W v
Show : ] A []
Criteria : | | |
Ins: |:| And : O
[el : |:| Or: '@}
Modify : Or: O And: @ Or: O And: @ Or: O And: @
' Ins [] Del [] Ins [] Del [] Ins [1 Del []

lse Tables : SCL-query on database avbase?:

— Add/Delete Criteria Row ;|0 ¥

account M

author

ST | Add/Delets Fisld Colurns - [0 ¥

comment ’ Update Cluery ]

compilatian

docurnent ’ Submit Query ]

farmat b

v
X | Discussions = | f’fg % t; ﬁ | E | EDiscussiDns nok available on htbp: fflomu, unice. fry L4
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File  Edit

Wiew  Fawvorites  Tools  Help

eﬁack < \q_/l |ﬂ @ _:] ’:j Search ‘-E; - Favorites eMedla €} _':- .,:I',_,_

Address |4 http: /{150, 146.2.34/

Google -

"Select 5 database ko view" intitle:"filemaker pra® “ | @&k Searchweb - @- FageRiank [ 16 blocked

1#

Y G0 Lirks

E Oplions >

F]leMakm ¢ ¢

Web Companion N )
These FileMaker Pro databases are Ehared by IAC. .

- Ty
Select a database to v1ew‘ﬁII

plconelectures. FP3
DIPENDENTITAC. FF3
newcnr. FP3
preprintdb. FFP3
preprintiac, Ipd
plzzalac. FF3
otaffé. FP3
financestaff. FPa
rezistro. FP3
tecnoareastaff. FP3
SCIENTIFICCOMMITTEER. FPS
o TAFF. FFP3
preprintdb, FPA
seminari. FP3
quadernifinale fpa

¥ | Discussions = | ’j_‘; % ﬁ | g | EDlscussmns nok available on bkkbps 150,146, 2, 34
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Eile Edit ‘“iew Favorites Tools Help ;'f
lg Back ~ [ |£| |EL| _;“J /,-._ ) Search ":-::r“' Favarites -@Media Q-?i = - ||Iij
Address | v Go  Links
Google - "Select a database to view” intitle: "filemaker pro” v | @B searchweb - g Fa9ERank D e blocked e options >
Table View Form View Search
Databasze: staff. fp3
Viewing record range 1-25 of 36
Nome Cognome telefono email paginaw
Record range: +30-
1.25 H 1 Eita Abbondanza 0622470276 abbondanzali ac. rm. cnr. 1t
Total recards: 36 L. +39- . . . .
corted 2 Massimiliano Adamo 0622470235 adamo®iac. rm chr. 1t WA, 1Ac. Tm. chr. 1
3 Piero Barone T39- barone®l ac. rm. cnir. 1t W, 1AC. TI0. CITr. 1°
BT | bl
d Massimo Bernaschi +39- massimo@iac, rm cnr. 1t W, 1ac, rm. cnr. 1°
= OEEE4TOZEG
E Nichiel Bert=ch +39- bertsch®iac. rm. cnr. 1t vy, 1Aac. rm. cnr. 1
= 064402627
6 Stefano Bilanchini +39- blanchin® ac. rm. cnr. 1t W, 1AC. TI0. CITr. 1°
= DEE34T0255
T MNassimiliano Caramia +39- caramlaliac, rm. cnr. 1t W, 1Aac, T, Chr. 1°
- DEE8dTOZER
. 4. .. +39- ; . .
2 Giuliana Carinsl i dlrEezioflac. rmo cnir. 1t bt
L pJ

X | Discussions = | % % tﬂ ﬁ | | @) Discussions not available on hkkp: (150,146, 2,54/
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File Edit ‘Wiew Fawvorites Tools  Help l';,

" — Py 5
- i e | "'-\.__. o] i i ol - -
Q Back <’ | % | | :l Tl | Search 1. Faworites .@ Media {? o=

s

Address | A G-:n
GDL’ﬂglﬁ‘* e {username |user |users|password)” -siteimysgl.com -cws | %EEEFEh Webh - @' EagEHankE”E blocked EDD >

Process priv eroam W, T ) NOT NIILL defanlt "N, -~

File_priv enum ("N, ¥ ) HOT NULL default "N,

Grant_priv erom N, ¥ ) NOT NULL default "N,

Eeferences_priv ervm ("N, ¥ ) NOT HNULL default "N,

Index_priv eram (" N, 7Y ) NOT NULL default "N,

Alter priv enam{ N ,° T ) NOT NULL default "N,

Show_db_priv erum (I, T ) NOT NULL default "W,

Super_priv eram{ N, ¥ ) NOT NULL default "N,

Create tmp_table priv erom( N, T ) NOT NULL default "N,

Lock_tables_priv ernm " N, T ) NOT NULL default “N°,

Execute_priv eram( N, T ) NOT WNULL default "N,

Eepl =lawe priv eroami N ,7 T ) MNOT NULL defanlt "N,

Eepl client priw erom (" N, T ) NoT NULL default "N,

z=l_tvype erum( 7,7 ANY , " ¥509°,° SPECIFIED" ) NOT NULL default °7,

zz2]l_cipher hlob NOT MIILL,

%509 izsuer blob NOT NOLL,

xH09_ =zubject blob MOT NULL,

max_dqueztionz int (11} unsigned MOT NULL default ° 07,

max_updates int (11} unsigned NOT NULL default 07,

max_connections int (11) unsigned NOT NULL default ° 07,

FPEIMARY KEY (Hozt, Uzer)
1 TYPE=Mw15aM COMMENT="Uszers and global priwvileges’ ;
— Dumping data for table " user’
INSERT INTO user WALUES ( lacalhost’, root™, * . ¥, ¥, ¥, V. ¥, 7. ¥, ¥, v, v, 7, ¥, 7. ¥. T,
INSERT INTO user WALUES (" localhost’, " tvpoe3d,” ' ,’W,'W,.'W,'W.,.'wW,'’wW,'wW,'w,'wW,'w, w, W, Ww,'N, N,

w

< >
X | Discussions - | _‘L.J % tﬁ E} | | ﬂDiscussiDns nok available on http: ff216,239,39,104/ L))
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File Edit ‘Wiew Fawvorites Tools  Help 11.’
@Back - M_/] |ﬂ @ __l\] P ) Search ‘-E;:(’ Favorites @Media E‘E <] ~ -H_,_.;; || ||ii
Address | V| G0
Gﬂﬂglﬁ* e {username|user|users|password)” -site:mysgl.com -cvs W %Search Web - ﬁ- F@@lﬁ blacked EDp =
—— My5QL dump 8. 22 -
—— Ho=t: localhost Databa=ze: ci1i=22333
—— Serwver wersion 3. 23.51-max—nt
Drop Databaze if exiszts ciz2233;;
Create Database ciz23337;
u=ze ci=r33j;
— Table structure for table "users’
CEEATE TAELE uszersz
TzerKey int (3) NOT NULL auto_increment,
TzerName warchar (15) NOT NULL default ™7,
Pazsword warchar (15) NOT NULL default 77,
bdotive tinwint (1) default " 17, 3
FRIMARY EEY (UserEew)
7 TYPE=MwIS4M:
—— Dumping data for table “users’
INSERT INTQ uzers WALUES (1, Greg , biffle’, 1) ;
INSERT INTO users WALUES (2, Dong’, pbmaster’, 1);
INSERT INTO users VALUES (3,7 Stewn’, ” linuxmaster™, 1)
INSERT INTO users WALUES (4, Skip', wpmaster’, 1)
v
¥ | Discussions - | "f; % tﬁ E} | gl ﬂDiscussiDns not available on http:ffspot. poc, eduf L))
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eEack = x_/'l \ﬂ @ _h f.__j Search Eﬁ:f Favorites @Media @;I < ~
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Address | |

» G-:u

Internet Scannet”

Google -

“Metwork Host Assessment Feport

W

PageRiank [ 16 hlocked

{¥% Search Web - @-

.'1:

Links

doptions & [@ 7

Network Host Assessment Report

Mame

Report Desecription

Sorted by DNS

Page 1

411900

This report provides detailed network host configuration and wilnerability information. It identifies all services and vulnerabilities associated

with each assessihle system.

Seszion Name: E&D Sectiont Sezzion ID: 13

File Name: Sessiond 000413 Template: Comprehensive

Comment: Weekly Scan Termination Status: Frushed

Scan Summary Information

Hoziz Scanmed: 3 Scan Stari: 20000040153 18:15:20

Hostz Active: 3 Scan Fnd: 200004415 18:17:02

Hosts Inactive: 0 Elapsed: 00.01.42

b
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File Edit ‘iew Favorites Tools  Help .':.'
e Back ~ [ J |£| @ { l\l ’_,..-HJ Search ‘g :(’ Favorites @ Media &3 <] ~ k_,_,.;_- D - |_|;J‘ ﬁ
Address w Go | Links
GUDglE‘ = "Haost Yulnerability Summary Report” v | fpsearchweb - g Ta0fRank B g blocked P options 4[] Host
I HHU I A
Host Vulnerability Smnimary Report Sorted by DNS Name 419100 =
Report Description
This repott displays summary information detailing the organzation's susceptibility to attack in relation to its policy and vulnerabality
conditions. Bpecifically, this report identifies network vulnerabilities and suggests corrective action. Vulnerabilities are classified as hugh,
medivm and low. High nisk vulnerabilities are those which provide unauthonzed access to the host, and possibly, the network.
Session Name: E & D1 Section A Sassion ID: 13
File Name: Sessiond 000413 Template: Comprehensive
Comment: Weekly Sean Termination Status: Finished
Scan Sunmmary Information
Hosts Scanmed: 3 Scan Start: 2000/04/13 18:15:20
Hosts Active: 3 Scan End: 200004713 18:17:02
Hosts Inactive: 0 Flapsed: 00:01:42
DNS Name Host IP Address Operating System Vulnerability Name Severity 3
X | Discussions * | ’f; % tﬂ ﬁ | &I | ﬂ Discussions not available on htkp: /216, 239,39, 104) 7))
&] Done  Internet




il "ll %L

File Edit View Fawvorites Tools  Help

eﬁack - _) \ﬂ \g qu j.._xj Search ‘iﬁ:(’ Favorites @‘Media @3

2B
T

'l*r

Ul

Address | | v Go  Links
Gﬂﬂglﬁ‘ * iy Nessus” || intitle:"Messus Scan Report” -sibeinessus.org % | K¥5 Search Web  ~ @ FageRiank [ 1¢, blocked E Cptions ¥
Host List A

Host(s) Possible Issue

charlermagne, dyndns.org Security holefs) found

[ return to top ] 0

Analysis of Host

Address of Host | Port/Service Issue regarding Port

charlermagne, dyndns.org |discard (3/tcp) Mo Infarmation

charlemagne, dvndns. org [dawvkime {13/kcp) Securiby warningis) Found

charlemagne, dvndns. org [Fp (21 kcp) Security warning(s) found

charlemagne, dvndns. org [kelnet (23kcp) Security warning(s) found

charlemagne, dvndns. org [smtp (Z5)tcp) Security nokes found

charlemagne, dvndns. org |time (37 tcp) Security nokes found

charlemagne, dvndns. org [finger (79/tcp) Security warning(s) found

charlemagne, dvndns, org [wen (30, tcp) Securiby hole Found

charlemagne, dyndns.org |pop3 {110/tcp) Security nokes found

charlemagne, dvndns. org [sunrpe (111)kcp) Security nokes found

charlemagne, dyndns. org [generalftcp Securiky hole Found

charlemagne, dyndns. org [generalficrp Security warning(s) found a3
X | Discussions ﬁ % t; ﬁ | E | ﬂDiscussinns not available on http: ffboisson, homeip, net | o)
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QEack T ﬂ \EI] Ny, ' Search 5. Favorites @Medm {F‘e = = _J ﬁ

Address | |
GO ‘glﬁ‘ * "snorkSnatf alert page"

v | fsearchweb -+ g0 FR0ERER Dhe blocked

Sl

I
l.r,

v B Go ks
doptions & [@ 7

SnortSnarf alert page

SILICON

source: 218 181.177. 52 overview

snortonarf 020516, 1

Siznature section (3371) Top 20 source IPs Top 20 dest IPs

2008 such alerts found using input module SnortFilelnput, with sources:

e fvar/log/auth. log

Earliest: 04:04:21 on 6762004
Latest: 07:34:21 an 5/7/2004

19 different signatures are present for 28 127 177 52 as a source
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File Edit View Fawvorites Tools  Help

Quw- O HEG S

) Search “E./\.;-‘Favnrltes H*Medla @ Ej E ‘E‘ﬂ

T

fddress W (30 Lirnks
GDDSIE = |ACID "by Roman Darryliw” Filetype:php v BB searchweb - 2 FaoeRek Dhygblacked TS| cotorl @ Options
LS
ANg ONSole TC 0N Latabase b
Added 40 alert(s) to the Alert cache
Queried on : Thu August 12, 2004 17:10:13
Database: znott@  (schema version: 10B)
Time window: [2004-06-22 16:04:56] - [2004-08-12 17:10:03]
Sensors: | Traffic Profile by Protocol
Unique Alents: 116 [ 17 TCP (86%)
categoties ) |
Tatal Number of Alerts: 5550 UDP {11%)
e Source P addresses: 997 _
e [Dest [P addresses: 135 ICMP (2%)
o Unigue IP links 1138 ]
e Source Ports: 3333 Fortscan Traffic (0%)
o TCP (3126) UDP ( 254)
# Dest. Ports: EI o
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2 hitp: hwww.whitehouse. govlrobots. xt - Microsoft Internet Explorer

Fle  Edt View Favortes Tools  Help

@Eack E \_/I ﬂ @ JSaarch H (Fa«mnes e\Medm | [:r “‘_':F _

Address

v e s

GUDglE v robot ket | inul: vabots, bt ) inkestdisalow fletype: b ¥

(& Search Wb - ﬁ F@ﬁlﬁtﬂnck&d

Eﬂptinns ﬂ E”

Uzer-agent: ¥
Dizallow:/cgi-bin
Dizallow: /zearch
Dizallow: /query. htnl
Dizallow: /help

Dizallow: /360pics/irag
Dizallow: /36lpics/text
Dizallows /911791 1day/1raq
Dizallows /911791 1day/text
Dizallow: /911 heroes/1rag
Dizallow: /911 heraes/text
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File Edit Wiew Favorites Tools  Help '1.'
y \__/'l \ﬂ @ { :j j.__xl Search ‘S-‘:(’ Favarites @ Media Q‘E < ~ L_____,;; E - LJ‘ ﬂ
Address | V| G0 Links
GDDSIE - |F||Et':."|:|e:||:lg inurl:"passwﬂrd.lﬂg" W | % Search \Web - @ @ @ 15 blacked E ':'I:ltil:lrls ﬁ @ paSSWDrd |Ell;|
Web |mages Groups MNews Froogle more » -

GOLJSle |ﬁ|etj.fpe:|u:|g inurl:"password.log" H Search w

Web Results 1- 10 of about 23 for filetype:log inurl:"password.log”. 0.21 seconds)
name: = "lbhunt"; password: = "lbhunt" UREL: = "hitp:fhome.nc.rr. ...

name: = "jbhunt”; passward: = "jbhunt”; URL: = "http:/fhome.nc.rr.comiclay 123ref23. html”;

Beth Haas name: = "BHaas"; password: = "Beth Haas"; UREL: = "hitp ...

home. nc.r.comiclay123/password. log - 2k - Supplemental Result - Cached - Similar pages

name: = "tad" password: = "homepage”, URL: = "<a href="httm hanane ...

narme: = "tad"; password: = "homepage”; LURL: = "<a href="http: deovewe. dob. corm. tw"=httpSAeeeen. dob. corm, bu<fas",

EMD_FILE —
dob.the edu twfauthorHDA fpassword. log - Tk - Cached - Similar pages

name: = "mormo”; password: = "momo”;, LEL: = "password btm"” ...

name; = "momo”; password, = "momo”; URL: = "password. htm"; END_FILE

Jason123 uhome. net/password.log - Tk - Supplemental Result - Cached - Similar pages

narme: = "23202"% password: = "ilgf" UEL: = "address htm™; narme ...

name; = "23202"; passwoard: = "ilgf"; URL: = "address. htm"; name: = "23203"; password;

= "ilgf";, URL: = "address. htm"; name: = "23204"; passward: = "ilgf™; URL ...

weany [iB. nchu. edu twigroupsdgroup2/password. log - 8k - Cached - Similar pages

name: = "admin"; password: = "computer': UEL: = "hitp:fmembers. ...

name: = "admin”; passward: = "computer”; UREL: = "http:members tripod. de/Rick_Cooperffr.htm";

name: = "paul"; passward: = "papst”; URL: = "http:/members ...

mitglied. lycos de/Rick_Cooper/mbrfpasswoard.log - 2k - Supplemental Result - Cached - Similar pages
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@Eack | \_/J \ﬂ @ ._ﬂ /- Search kHJ Favorites @Medm {3 T LJ ﬂ

Address | | W Gu:u Links

Gﬂﬂglﬂ' extisetcookie -vs -sxamples -sourceforge -ste:iphp.net ¥ | BB Search Wb ~ ﬁ PageRiank L 16 blacked Eﬂlptinns ?

7

{{Cookie for name, web and email in news-tnk vl.2,2 trka@limm-zottizes. net

if ($param name h& $zavel="1")1{

fname=fparam rname;

femail=fparam_email;

$web=fparam_weh;

telzeif (fzave=="1")

zetcookie( param name”, "7, timel)-100000;

zetcookie( param email”, ", time()-100000);

setcockie! param web”, ", time!)-100000) ;
setcookie! param name”, Jname, time(]+315360000) ;
setcockie! param email”, Jemail, time()+315360000)
zetcookie( param web”, §web, time()+315360000) ;

i
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File Edt ‘iew Favorites Tools  Help 1".'
@Eack v \_) \ﬂ @ : ;j /:j Search {:{ Favarites e\MEdia G} [,:v :ﬂ__ E 7 D‘ﬁ
Address @hlhtt|:|:I,l'nmy.utu.ﬂjcgi-hinj v GD Links
GUDSIE' “index of cgi-bin” ¥ %SearchWeh v @ I:EELQIE blocked Eﬂptinns A @ #
Index of /cgi-bin/
Name Lazt modified S1ze  Description
g| .
i Parent Directory
_j form-adnin. pl 1E-Jar-2000 10:24 13K
] foranpl 18-Tar-2000 10:24 13K
tutkimis/ 16-0ct-2002 09:36 4K
X | Discussions * ’j_‘; % tﬂ f{” £| EDiscussinns nok: available on http: formy.ubw.fif 7]
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File Edit |\Mjew Favorites Tools  Help -.1.’
eBack o \_/I \ﬂ @ _h j._j Search ‘“f:lf Fawarites @'Media Q‘E <] -

fddress W Gn:I Links
Google - | intitlesindex. of winnt v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7

.
Name Last modified sige Description

a Parent Directory 27-Jul-2004 17:15 -

z NT4 PlainPassword.redg 11-0ct-2001 15:48 1k

E MinZ000 PlainPasswor..> 11-0Oct-2001 15:48 1k

E Win95 FlainPassword.reg 11-0Oct-2001 15:48 1k

E Win93 PlainPassword.reg 11-0Oct-Z001 15:485 1k

z WinfE-CacheHandling.reg 11-0ct-2001 15:48 1k

E MindowsTerminal3erve..> 11-0Oct-2001 15:48 1k

E..} apache/ 17-Mar-2003 18:26 -

E} hotfixXes-post3P3/ 29-hug-2001 19:54 - 0
@ nocache.reg N2-oct-2002 10:04 1k

@ optionspack4NTuork/ Z29-dug-2001 19:54 -

E..} optionapackidntserver/ 29-bhug-2001 19:54 -

E} optiohspackdwings/ 29-hug-2001 19:54 -

% J— 1N-Mar—2NN3 14:N2 - b/
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File Edit |\Mjew Favorites Tools  Help 'l'f

U

i

eBack = \_/I \ﬂ @ _h j_j Search ﬁ:f Favorites @'Media ﬁ‘} [_,;v :.; o -

Address @http:,I',l'hclme.e::.rr.cl:um,l'glides,l'iissamplesll'hn:umepage,l' w G0 Lirks
Gﬂﬂglﬂv intitle:"indes of" iissamples v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7

Index of /glides/iissamples/homepage

Name Last modified Size Degcription
Parent Directory 13-Now-2003 11:56 -
Ws FTP. Lz 13-Jan-2001 18:31 4k
bullet. gif 13-Jan-2001 18:31 1k
default. azp 13-Jan—2001 18:31 1k
file. gif 13-Jan-2001 18:31 1k
global. asa 13-Jan-2001 18:31 1k
suestbk. azp 13-Tan-2001 18:31 Bl
myfilez. asp 13-Tan-2001 18:31 4k
gignbook. azp 13-Jan—-2001 18:31 Tk
zuhb. inc 153-Tan-2001 18:31 Gl
theme. inc 13-Jan—-2001 18:31 1k
themes, 13-Now-2003 11:56 -
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File Edit |\Mjew Favorites Tools  Help -.'f
e Back - \_/I \ﬂ @ [ h j_j Search ‘“Ei{ Favarites @' Media ﬁ‘} [_; - :_; D - L‘J‘ ﬂ
Address @http:II',I'WWW.gnl:ugle.n:a,l'searn:h?q=inur|:iissample5++&hl=enEdr=Ede=UTF-E&5tart=10&53=N b Go Links
Gﬂﬂglﬂ = |inurlsiissamples v | [ searchweb - 2 FageRank Dhys blocked edoptions & [@ 7
Web |mages Groups [Mews morew» w
GO (_)Sle inurliissamples | Search | fudvanced Searh
Search: @ the web O pages from Canada
Web Results 11 - 20 of about 1,080 for inurl:iissamples . (0.21 secaonds)
e Shadey comfissamplesfexainhowitworks/codebnws asp
Similar pages
File fiissamples/issamples/oop/giullhithtw. The template file ...
File filssamples/issamples/oop/gfullhit.htw. The template
file specified in CiTemplate cannot be found.
donr.nv.gov!.. fiissamplesdizsamples/oop’ giullhit. htwa&CiRestriction=none&CiHilteType=Full - 1k - Cached - Zimilar pages
This text is coming from Headerlnfo asp.
This text is coming from Headerlnfo.asp.
floti.bell. ac.ukfisfiissamples’ sdk/asp/simple/Headerlnfo.asp - 1k - Cached - Similar pages
floti bell ac ukiisfissamples/sdikfasp/docstoolbar asp
Similar pages
[ More results from floti.bell. ac.uk |
The format of QUERY STRING is invalid.
The farmat of QUERY _STRING is invalid. hd
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File Edit ‘iew Favaorites Tools  Help ll':-‘r

eEack v e v \ﬂ @ _h f.__j Search ‘f;:{Favurites @Media @} ] - L:; U‘ﬂ

Address ﬂj hikkpe: j e, e, caf W fevents W SFphiladelphiaf phphtyddmingmain, php?lang=en-iso-3559- 1 &server=1 b Go | Links
G'DDglE * |dmin" AMD " Create new database” -intext:"Mo Priviedgs” % | @ Search Wweb  ~ @- FageRiank L 16 blocked E Options & @ »

Welcome to phpMyAdmin 2.5.7-pl1

MySQOL 3.23.49 running on localhost as seveni@localhost

MySaQL phpMyAdmin

- Create new database [Dacumentatian] - Language (); | English (en-iso-8859-1) v

Creat
ok r- phpMyAdmin documentation

r- Official phpMyAdmin Homepage
- Show processes [Documentation] [Changelog] [CwS] [Lists]
- Databazes

- Expart

The Scfg[' PmaAbsoluteUri'] directive MUST be set in your configuration file!
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File Edit ‘iew Favorites Tools  Help 1".’
eﬂack = \_/l \ﬂ @ _;j f-__xj Search ﬁﬁ:(’ Favarites G‘Media G} [-:v :; ‘D‘ﬂ
fddress w Ga Lirks
GODS]E' "Welcome to phpMyadmin® AND " Create new database” V| %SearchWeh v @ @@16 blocked Eﬂptinns A @ »
Structure S0OL | | Export Search Query -
Field : w w W
Sort : w W v
Show : ] A []
Criteria : | | |
Ins: |:| And : O
[el : |:| Or: '@}
Modify : Or: O And: @ Or: O And: @ Or: O And: @
' Ins [] Del [] Ins [] Del [] Ins [1 Del []

lse Tables : SCL-query on database avbase?:

— Add/Delete Criteria Row ;|0 ¥

account M

author

ST | Add/Delets Fisld Colurns - [0 ¥

comment ’ Update Cluery ]

compilatian

docurnent ’ Submit Query ]

farmat b

v
X | Discussions = | f’fg % t; ﬁ | E | EDiscussiDns nok available on htbp: fflomu, unice. fry L4
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File Edit ‘iew Favorites Tools

Q- O ¥ @@

Address i&hl http:/fsecunia, com/advisories/ 12401 ]

GODglE‘ ~ iook.mdb site:secunia, com % % SearchWweb - @ El 57 blocked E AutoFil

Secunia Advisories

UMrmary
Sirus Ale

Info f Contact
Products
Secunia Testzone

Lanquages
Customer Area

Get the RSS feed or

— il
] =" i i £ - -
- search ¢ Favarites -@ Media {? = ] i 3
v BJso  Lnks
E Options & @ amartGuestEook, @ mdb
~
Smart Guest Book Database Content Disclosure Security Issue [search |
Secunia Advisory: SA12401 ‘_ﬁ
Release Date: Z004-03-30 )
Search
Critical: NN .
Moderately critical
Impact: Exposure of sensitive information
Where: From remote
Solution Status: Unpatched 2004-08-23
Mew at Secunia.com:
Software: Smart Guest Book 2.x * Improved product
Zelect a product and wiew a complete list of all EangE;:f_a Statistics
Patched/Unpatched Secunia advisories affecting it, * Feedback system
Description: * all Secunia advisories
sl . . now include "Solution
& security issue has been reported in Smart Guest Book, which may allow Status"
malicious people to gain knowledge of sensitive information.
The problem is that the database file "SrmartGuestBook.mdb" by defaultis 77
accessible by anvone, This may disclose various information including the 2004-08-16
administrative_username and password by downloading the file from an A new spoofing
affected web site. vulnerability has been
Solution: found in Internet
' - . . Explorer 6. A test is
Flace the database file in a separate database directory and restrict access to avgilable here
it. —
Provided andfor discoveredby: 77T Toor
Security \Met Information 2004-07-01
Many browsers are
vulnerable to the Frame
Flease note: The information, which this Secuonia Adwisary is based upon, Iniection Yulnerability,
cormes from third party unless stated otherwise, Test your browser
here.
Fecunia collects, validates, and verifies all vulnerabiiity reports fssued by —
securty resesrch groups, vendars, and others,
Send Feedback to Secunia: Secunia Advisories
w
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File Edit iew Favorites Tools  Help ;1.’
. — il X
- \ N ) o ; ) .k . -
@ Back </ \ﬂ @ | Search 1. Favorites -@Medla @E =" ﬁ] _] i 1
Address |i§| hkkp: | fenane, smarbwebby  comweb_products Flash_guestbookfAccessInstallationFree. asp V| Go Links *
Google - |SmartGuestBnnk-asp w | i Searchweb ~  § D57 blocked #J options % [&) smartGuestBock  [5] asp
-

N~ bby

Wweb Creativity Unleashed
Home Services Portfolio Rates Products Resources Contact Us

A. Contents of the zip file Free Smart Guest Book M3 SOL Server Installation

You will find the following files:

SmartGuesthook.mdb (Access Database)

SmartGuestbook . swf (Flash Interface)

SmartGuestbook.asp (ASP file where the Flash interface is placed)
SmartGuestbookCode.asp (ASP file accessed by the .swf file)
scripts.js (Javascript code)

badwordfilter.txt {commma delimited bad words list)
Closewindaow. htrm (to autormatically close the windaow)

Readme. txt {content similar to this page section)

Mote: If you have vour own site and want a quick installation just follow the 1st and 3rd steps, That's [t

B. Installation steps

1. Important: Place all the above files in a folder called SmartGuestBook under vour site root,
VYery Important : Please qive the folder write permission (If vou don't know how to do this, please contact vour site administratar),

2. If vour site is being hosted by another site i.e. vour site is a freely hosted site, yvou would have to most probably place the access
database file in a specified database folder as assigned by vour service provider, vou will thus need to make a few changes to the pages
to give the correct path to the SmartGuestBoolk files A
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Aachess @http o guole, 3 seatchihl=enfie=LTF-Bhg=hurt3hsmartoussthook, aspmeta= A GEI ks
GODglEr ulmatpestiookap ¥ eachieh v @ E57 e @Optiuns 4 @smartquesthuuk @asp

A

Web [mages Groups News more -

GO Ugle nu matesthook Sea sl

Search () the web () pages fiom Canada

Web Resuts 1- 10 of about 26 or inurl:smartyuestbook.asp. (0.2 seconds|
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e Back <’ | % | | pf | | Search 7. Favorites ﬁ‘ Media @3 = i] _J Ii 3
Address htkp: [} famarticuestBook)SmarkGuestbook, asp b G0 Links **

G(‘JDglE‘v |inurl:smartgue5tbnnk,a5p v| % Search Web - @- =1 57 blocked Eﬂptinm S @smartgumthnn »

Guest - Book New Entry

Dated

Mame

Saen

E-mall Address
sean@gemdigi.com
Comments 'n" suggestions

Wow

Of

Frevious Mext
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Address ‘@ itk f s IOURIIN . com)'SmarbauestBook/SmartGuestboak, mdb v| G0 Links **

Google - |inurismartguestbook.asp v | @ Searchweb - 3 | 57 blocked Fdoptions & [&) smartquesttinok [ asp
GUESt - Bﬂﬂk New Entry

Mame

Saen
E-mail Addres
= ' LI (11U [l
seanf@gemadi
ments ‘'n" sugge X q o .
o Some files can harm pour computer. IF the file information below
Wow ~ looks suzpicious, ar pou do not fully tust the zource, do not open or
zave thiz file.

File name: SmartGuestboak, mdb
File type:  Microsaft Office Access Application
of From: v . Com

Previous Mext & Thisg type of file could harm pour computer if it containg

malicious code.

Woould pou like to open the file ar save it to your computer?

[ Dpen ] [ Save ] [ Cancel ] [ Mare Info

Alwanz azk before opening thiz type af file

% Start downloading From site: hkbp: [ fwnay NN , com)'SmartGuestBook/SmartGuestbook, mdb [:] & Internst
.4 start [B] 2 Micros - | B8 m3-defau.. | EJ Microsoft E... 7. 3 Interne.., - | M 2 ‘Winda... Microsoft P, | G Document..., En &80 11:32 am
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